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[00:00:00] 

Welcome 

STEVE WRIGHT: Good morning, everybody. Welcome to the ICT Educator Webinar Series. I’m 

Steve Wright, Statewide Director for the California Community College ICT Sector Team. If you visit 

our website, you’ll get to see pictures of our entire ten Regional Directors who work in every part 

of the state with the different colleges there, and on that website you’ll see all of our ICT Pathways 

materials as well as prior ICT Educator Webinar archives. Recently, we’ve had some pretty 

interesting webinars that are there in all these different topic areas, and as you go and look at 

these, you’ll find that they’re all video recorded. The video is chapterized, and you can find the 

part that you’re looking for. There’s a transcript provided as well as all the materials from the 

presentation. All of this is very helpful whether it’s in the classroom or writing a grant or this, that, 

and the other. Our goal here is to make this a valuable tool for you. 

Upcoming Webinars 

• February 21 – One-Year Update: Google IT Support Professional Certificate’s Impact 

• February 28 – The CAE Designation: What It Really Takes and Why It’s Worth the Effort 

• March 6 – How to Get Higher Transfer Rates in Computer Science Pathways 

STEVE WRIGHT: Coming up in the next few weeks, we’re going to take a look at the Google IT 

certification and how that effort is going. It came out of left field and has taken over by storm, and 

we have a lot of people asking because the branding is so powerful. We’ll be looking at how 

colleges can implement that on their campus, if they choose to do so. We’ll also look at the CAE 

designation and what it takes for a college to get that and how much time and effort it is for people 

who are thinking about doing that. Then we’re going to take a look at something that’s pretty 

interesting, which is how come some community colleges have higher rates of transfer to 

computer science through the CSUs than others? What best practices are they employing that 

make that happen? We had a researcher look into that. She’s called all the colleges and talked to 

them, and she’s put together a really interesting study. 



Webinar Presenter 

 

Laura Chappell 

CEO, Founder of Chappell University 

Laura Chappell is a well-respected industry expert, consultant, trainer/speaker, 

and author. Nicknamed ‘Glenda, the Good Witch,’ Laura regularly presents on the 

subject of network communications analysis, network forensics, communications 

optimization, and application analysis. 

STEVE WRIGHT: Today, we are very excited to have Laura Chappell with us today. I’ve seen her 

present a couple times to the ICT Winter Conference. As I joked beforehand, once you realize what 

she does, you quickly turn off your cellphone and all your IT things because she has the ability, 

right up there from the podium, to show everybody else exactly what you're doing. 

 But Laura is going to take us on an interesting journey today. Without any further ado, 

Laura, I’ll just turn it over to you and let you grab the screen and bring us all up to speed with 

cybersecurity and Wireshark. 

LAURA CHAPPELL: Excellent. All right, can everyone hear me all right? If you don’t mind, just put 

something in the chat window to let me know that you can hear me. Steve, can you hear me all 

right? 

STEVE WRIGHT: That’s good. 



LAURA CHAPPELL: OK, great. Thanks! Well, I’m very pleased today to get a chance to talk with all 

of you. I think it’s phenomenal… Oh, I hear children in the background somewhere. So, if you could 

mute your audio, those of you that are hopping in here, that would be great. My kids are grown, 

and I don’t want to hear that anymore! 

 But I think it’s great that this is recorded and that the transcript will be done for you and 

that you will have timecodes for different spots in this video. I have a lot to go through. Right now, 

you can see on my screen I’ve got Wireshark showing, but I also have three slides, and that’s it. 

 

LAURA CHAPPELL: If you need to reach me after this presentation, I have my email on this slide 

here: laura@chappellU.com. Please make sure that you connect to me through LinkedIn because 

I do a lot of communications through LinkedIn with folks. 

ICT Educator Webinar Topics 

• Wireshark – Getting to the Source Code 

• Importance of Knowing the Protocols 

• Resources for Cybersecurity Analysis 

• Best Practices: Annotation 

• The ‘Death’ of Analysis? 

• Decryption Tricks 

• Scenarios for Teaching Network Forensics 

• You are Invited to a Party Free Virtual Conference 



[00:03:33] 

LAURA CHAPPELL: But this is what I want to go through in this session. There’s a lot in here. We’re 

going to start out with just Wireshark and how we get to the source code. I’m thinking of Wireshark 

from the perspective of an educator—things that can inspire those students, the cool things, the 

sexy things, the things that really can excite that person in front of you when you're trying to 

explain this stuff. 

 A lot of times, people tell me… I don’t know if I believe it, but they tell me that packet 

analysis can be boring, and it really is not—it’s fascinating what you can learn. I’m going to take 

you in a moment and show you how unique the relationship is between your Chrome browser and 

the Google website. It does something that no other browser will do when it hits an HTTP server. 

So, I’m going to do a live analysis for you and just show you that. It’s something you would not 

know unless you’d picked up the packets. 

 I will talk a little bit about the importance of knowing the protocols, and I’m going to show 

you a great poster that you can put on your classroom wall that I developed going through the 

internals of TCP. I will take you through some resources for cybersecurity analysis, where you can 

find some trace files of malicious communications, where you can find some scenarios to run 

through, and at the end, I’ll show you a scenario and take you into one. I’ll show you my best 

practices for annotation, and I’m going to give you a trace file that’s heavily annotated that deals 

with a malicious redirection process. 

 Now, many years ago, people began talking about the death of analysis, the fact that these 

tools that we use to tap in and listen to network communications basically were going to be useless 

because, first of all, we had switches going in, and the traffic wasn’t flowing everywhere it used to 

be in a hubbed environment. OK, we got past that because now we can span switch ports. We 

have these things called ‘taps’ where we can listen in. But the other thing that’s come up in the 

last few years is the death rattle again, people talking about the death of analysis because all the 

traffic should be encrypted. So, what are we showing our students? We’re showing them just TLS-

encrypted traffic. 



 So, what I’m going to do is I’m going to take you through the decryption techniques, and 

I’m going to give you the instructions to allow you to decrypt traffic before you start running 

Wireshark so that when you pick up that traffic, you get to see it in a decrypted format. I’ll give 

the instructions for Mac, Windows, and Linux. Just set that up before you start the capture, and 

now everything is clear to you. You have the premaster secret built in. So, I’m going to set up my 

system from scratch and show you, step by step, how to do that. 

 I’m going to finish up with a scenario for teaching network forensics. It is a harassment 

case. We have an email that’s being sent to a teacher. The email is a self-destruction email, so it 

doesn’t last for long, but we’ll catch it on the wire, and we’ll take a look at how we can find out 

who the perpetrator is. 

 Then I’m going to wrap the whole thing up with an invitation to not a party per se but a 

free virtual conference have coming up, where I am bringing in all my friends from the industry 

who have been teaching for years and people who have made products… You know, the guy who 

created Tor. I’ve got the guy who created Security Onion. I’ve got just some amazing people that 

are coming together online to offer this free virtual conference, and I want you to invite all your 

students to join us because we have a student union booth, where we have some amazing things 

that we’re going to give away, so I’ll finish up with that. 

  



[00:07:18] 

Wireshark – Getting to the Source Code 

LAURA CHAPPELL: Let’s pop over to Wireshark. Now, Wireshark is an open-source project. It’s 

considered one of the most successful open-source projects of all time, with well over 1.5 million 

downloads per month right now. So, it is everywhere! 

 The version I’m on is the 3.2 version. Wireshark does an auto-update feature for you. It’s 

got the auto-update for Mac that just went in. If you wanted to download the latest version of 

Wireshark, you can simply go to Wireshark.org, and you’ll see a download button on there. When 

you click the download, what’s interesting is that Wireshark will tell you what installer you should 

download. The way Wireshark’s website knows that is because, when I hit that site using HTTP, I 

identified my browser I’m using, and I identified the operating system on which I’m running. That’s 

how that site knows to recommend the Windows 64-bit installer. 

 As you get into Wireshark and you bring it into your classes, you're going to have students 

who are coders. You’re going to have those students that want to know the underside of 

Wireshark, how it does what it does. Why does it mark something a certain way? And while I’m on 

the Wireshark website, I want to take you to a location that you should point those students to. 

If someone wants to understand how Wireshark does what it does, they can go up to 

Develop, and they can actually browse the Wireshark code. They can see the whole open-source 

code of Wireshark that’s maintained on a Git repository. When they come in here, these students 

that love to tinker at that level—because you know you’ll have those students that they’ll be way 

ahead of the rest of the class, and they need something extra to do—you can point them to this 

location. When they come in, I’m going to show you this subdirectory to send them to. 



 

LAURA CHAPPELL: Here’s our GitHub repository for the current version of Wireshark, and in here 

there is a directory called EPAN that people don’t seem to know about. It stands for Ethereal 

Protocol Analyzer, which is what Wireshark used to be called, Ethereal. If you go into the EPAN 

directory, you will see a subdirectory called dissectors. Now, this is the power of Wireshark, 

Wireshark’s ability to look at a TCP header going by on the network and pick it apart and pull apart 

all the different fields in there. I’m going to do a find in here, and I’m going to look for packet-

tcp.c—that’s where I would point these students that are advanced. I would point them to that 

packet-tcp.c file—that’s the dissector for the TCP header. 

 As they look at a TCP header in Wireshark, they can look through this dissector and read, 

“Oh, look! There are the fields I recognize. I know these different fields showing up here. There’s 



Windows scaling in there. Here are the TCP options fields.” It gives them a sense of being able to 

understand what’s going on under the hood in Wireshark. 

 All right, so that’s where you get to the dissectors and the master code in Wireshark, but 

what I want to do is I want to show you how powerful Wireshark is to understanding what’s going 

on, on a network. Now, I’m going to do a live capture, and I’m going to bring up my Chrome 

browser. By default, Chrome is going to hit the Google website. 

Now, I do recommend that, before you do any sort of a browsing and trying to capture 

your traffic, you go out to the Command Prompt, running it as an administrator, and you clear 

caching items, such as your ARP cache—I’m going to type in arp -d—and you clear your DNS cache. 

I’m on a Windows system, so it’s ipconfig /flushdns. 

Now, I have a whole set of notes that go with this presentation, and those two commands 

are in my notes. This is typically something that I do before I’m analyzing my own traffic when it 

has to do with web browsing or anything that might generate DNS to get to a target. I’m just going 

to move this window aside because we’ll do the same function again in a bit. 



LAURA CHAPPELL: I’m going to start Wireshark running, and you can see I have a lot of connections 

here. I’m connected by ethernet, so I’m going to select my ethernet adapter.  



[00:12:07] 

Importance of Knowing the Protocols 

 

LAURA CHAPPELL: Now, what you're seeing right now is the background traffic of Zoom. So, if I 

were trying to analyze how Zoom works, I can see that Zoom uses UDP, and it does that because 

we don’t have the latency issues that we have to deal with, with TCP, the setup process, the 

overhead of TCP. 

 My system also has Dropbox on it, so every once in a while, I’ll see a Dropbox sync take 

place. I have McAfee—it’ll go in and check to see what the latest virus detection database has. I 

have lots of background things that are taking place, but I’m just going to let this run for a moment, 

and now I’m going to start up Chrome. That’s all. 

All I’m going to do is analyze what I did right now. I’m going to close that Chrome browser, 

and I’m going to stop Wireshark. What I’m interested in is finding out the moment when I hit that 

Google website. So, I’m going to put in what I consider a very lazy filter in here in Wireshark to say 

frame contains “google”. What it’s showing me in the moments that I’m hitting the DNS server to 



resolve the name ‘google,’ and we can see that I have some secure communications taking place 

to a Google server. 

When people are starting to learn all of this stuff and starting to look at the traffic, one of 

the things that gets the students a lot of times and really turns them off is the fact that you have 

all these different IP addresses in here, but we don’t know necessarily who everybody is in the 

whole thing. I can tell that that’s going to be a DNS server I’m going to, when I make a DNS query, 

but we can actually turn on name resolution in Wireshark to help us figure out to whom we are 

talking. 

I’m going to go ahead and turn on name resolution by selecting Edit > Preferences > Name 

Resolution and say I want Wireshark to resolve the network IP address. I’m just going to turn that 

on. By default, Wireshark is going to look inside my traffic that it captured to say, “Oh, can I just 

figure it out based on that?” And if not, it will go out and ask a DNS server for a name. 

LAURA CHAPPELL: Now it should make a little bit more sense as we’re looking at the traffic and I 

remove that filter in a moment. We can see now to whom I am talking. There we go—this is all 

communications going out to Google. 

 Now, we can see that there are different Google servers, but check this one out right here… 



LAURA CHAPPELL: We are going out to the Google website. I’m going to pull that one conversation. 

That is the loading of the default Google page. I’m going to right mouse click on that packet and 

say I just want to follow that one UDP conversation… 

 

 



LAURA CHAPPELL: This is what we do to load the Google website when you're using a Chrome 

browser. It does not use HTTP. Every other browser in the world that hits Google.com is going to 

use our standard HTTP to get there, but because Google released their own browser, they can do 

anything they want to load that page. They can use any protocol at all. Chrome will always load 

the Google webpage faster than any other browser in the industry because it doesn’t use TCP, 

doesn’t have the overhead. They have it all running over UDP, and it was a brilliant idea! You would 

never know that unless you’d picked up the packets. 

 This process here came up because people would ask me, “How come this runs faster using 

this browser versus this browser? Why is this website loading faster when I do Safari versus when 

I do Firefox?” It gets me in my lab, sitting here and going, “Well, I don’t know! Let’s see the 

difference in the way the browsers behave.” That’s when this came up—obviously, Google had 

created a whole different way to load the page. It’s not our standard HTTP. So, I think that’s a 

really interesting example of why we capture the traffic—to really understand what’s going on, on 

the network. 

 You have to understand the protocols. You have to understand how ARP works, how DNS 

works. What about when we do TCP? How does that handshake work? The performance of the 

applications is based on how well the underlying protocol stack works. So many times, I’ll go to a 

customer, and they will complain about an application. Everyone is pointing at the application or 

the server, and it turns out that’s not where the problem resides—the problem resides at TCP. 

There’s a problem with TCP behavior. 

  



[00:17:35] 

Resources for Cybersecurity Analysis 

LAURA CHAPPELL: One of the biggest problems with analysis these days is this idea that we’ve got 

this encrypted communication. I can see that I know Zoom is doing my audio/video feed through 

UDP, but it does its command channel through TLS—it’s all encrypted traffic. Again, I’m going to 

show you how we decrypt traffic, so we can see what’s happening there in just a moment. 

TCP Analysis Poster 

 As far as resources in teaching some of this stuff, I did want to take you out to the Chappell 

University website, my website, because I have some supplements that I want all of you to 

download and give out in your classroom. It’s under my blog, and there is a poster. If you would 

like us to send you the poster (oh, my office is going to hate me for this!) in a tube to put up in 

your classroom, you can send me an email and put ‘Poster Requests’ up in the subject line. Then, 

just make sure that you give me your mailing address, and I will make sure from our office we will 

send you a poster or a set of posters, if you want ten posters or whatever. Just let me know, and 

we will put them in tubes so they’re not all wrinkled. 

 But if you look in the blog area and you want to see what this TCP poster is about, we 

released this poster last year, and I have another poster I’m working on right now in this 

architectural theories… 

 But this poster goes through the TCP header and the options of the TCP header. It’s 

available right now in a PDF format, so you can just download the poster if you wish to and take it 

to a local print shop. I think they’ll print it and put it on foam-core for $18 or something like that. 

 This is a great resource to have in your class when you're teaching the protocols. Now, I’ve 

got another set of posters that are going to be releasing this year all along the same series so that 

there’s a reference for people on how these protocols work and what we’re looking for. Some of 



the posters I’m working on have to deal with problems in communications. That’s a resource I 

definitely want all of you to go out and grab. 

  



[00:20:10] 

Best Practices: Annotation 

LAURA CHAPPELL: There’s another resource I want to point you to also… Out on my website, I 

have all of my trace files I use available for you to download and use in a classroom. The way you 

would get to my master trace file set would be to go to Chappell University & More, and then go 

to Trace Files, and you will see the FTP instructions for you to download my trace files. 

 Now, the student portal we have is for a separate set of training organizations that actually 

use my courseware and do training. Everything that’s in that student portal is also down here. In 

fact, the master set is what’s down here. The student portal has a small subset for a specific class. 

 This is where you can get my master set of trace files. They are accessible through FTP, so 

if you have a firewall that’s blocking FTP, you're going to have to open that up. When you log in 

there, you will see my master set of trace files. When you're teaching cybersecurity classes, I want 

you to focus on my trace files that begin with the letters SEC—those are all of my security-related 

trace files. 

I’m going to go ahead and open up one of those trace files right now, this one called sec-

getsplendid.pcapng. I’m going to go ahead and open it up with Wireshark. This is a trace file that I 

do recommend that you show to your students and have them go through the process of 

analyzing. Let’s see it opened up in Wireshark… 

That’s interesting—I only have one instance of Wireshark running right. I should have a 

second instance. I’m just going to go ahead and manually open it up from in here. No, I don’t want 

to save those previous packets. OK, there we go… 



 

LAURA CHAPPELL: So, this trace file is heavily, heavily annotated. I have lots of notes in a lot of my 

trace files. If you were to download my trace files, the first thing I want you to do is go through 

and go on the bottom left-hand corner. I’m just going to make a note. 



LAURA CHAPPELL: In Wireshark, go to the bottom left-hand corner here, and on that status bar, 

you're going to see a little button that looks like a trace file image with a pencil on it. When you 

look down here in the bottom left-hand corner and see that little icon, I want you to click on that. 

That’s how you will see not only my annotation for the trace file itself, but also you will see the 

annotations I put on individual packets. 



 

LAURA CHAPPELL: When you're teaching a class, this is a way of getting students to tell you they 

understand the trace file. Have them annotate it. Have them put notes in the trace file to say, 

“Aha! I can see that the client tried to go to site ABC.” 



 

LAURA CHAPPELL: A question came up: “What is the FTP username and password for 

WiresharkTraces.com?” That is shown when you go to this page, the traces page. I have the 

username there, and I have the password there for you. I just want to make sure everybody can 

get in there. 

 All right, so here we have an annotated trace file, and this trace file is really cool because I 

was trying to demonstrate to a client what a DNS name error would look like. So, I thought, “I’ll 

just type in some crazy name in my browser, some crazy domain name in the browser, some crazy 

URL, and I will, hopefully, get a DNS error response that comes back. 



 

LAURA CHAPPELL: So, I typed in www.asdfasdfasdfasdfasdf. Now, don’t do this on your browser 

because you're going to end up on a malicious site. You're going to be redirected through all these 

malicious sites, but that is what I typed in, and we can actually see this in the background. There, 

I’ve typed in that crazy URL, and instead of getting the DNS error response, I got an IP address that 

resolves to it. That is not what I expected! 

 

LAURA CHAPPELL: Now, in the area of annotation, besides the trace file annotation—and this is 

where we would annotate, when you click on that bottom left-hand corner button, you would 

enter your trace file comments here, and then you would click ‘Save Comment.’ This area right 

here is the comment area for the entire trace file, but we can also put in annotations for individual 

packets, and this trace file is very heavily annotated… 



 

LAURA CHAPPELL: You can see Frame 1, Frame 2, Frame 3, 5, 7, 12, 15, 18, 29… I use this to teach 

students. I send them home with a trace file and say, “It’s annotated. I want you to look through 

the annotation of the term packets and walk through what my analysis was.” 

 Here is a great way of seeing all of the annotations in a trace file. Let’s say you have 

students that go out there, and you tell them, “OK, get your comments in.” To put a comment into 

a packet… Let’s say I looked at this packet, right here, and there’s something interesting about this 

packet… 



 

LAURA CHAPPELL: We can right mouse click and choose Packet Comment, and then this is my 

comment about this packet. Type in our comment and say OK. 

 

 



LAURA CHAPPELL: We can see that there’s a packet comment area. I just noticed a bug right there, 

by the way. It didn’t refresh right away to show me my comment. I will submit that bug. I’m the 

#1 bug submitter for Wireshark because I work with it every day, all day long, so I keep a master 

list of all the bugs. So, here is my comment about this packet, and what’s interesting is, when you 

have your students go out and annotate trace files and send them back to you, you could always 

go down here to our capture file properties dialog button to see all these comment, but another 

thing you can go is you can right mouse click on the actual comment inside of a packet and select 

Apply as Column… 

 



LAURA CHAPPELL: Now I’ve got a column here that will show me all of the comments in this trace 

file. If you want, you can sort this column so that all comments come up to the top together, so 

you can read through the various comments that are in the trace file. I’m going to get rid of that 

column because I don’t need it right now. I’m just going to hide it. There we go. 

 But if I really want to understand how the protocols work, the best thing to do is to start 

capturing my own traffic while I browse a website or I send an email or I initiate a Dropbox transfer. 

But it’s like learning another language, those of you that teach Wireshark, I am sure that you know 

that, that it is like learning another language. 

 OK, here’s another little trick… 

 If you don’t want that whole comment column there because it’s really large, if you go to 

the line that just says Packet comments, right mouse click, and apply that as a column, you end up 

with just a checkmark indicating that these are packets that do have comments in them, so you 

would never miss looking through a trace file and not realizing, “Oh, it’s got some annotations in 

there.” That column makes it pretty obvious. That’s one that I do, but I shorten that header. 



LAURA CHAPPELL: I don’t want my headers to take up much space, so I’m going to edit this column 

header, and I’m just going to call it PC for ‘packet comment,’ and now it doesn’t need to take up 

nearly as much space there. So, that’s annotation. 

Other Trace Files 

[00:28:49] 

Pcaper.net 

LAURA CHAPPELL: Now, besides coming to my trace file directory to get trace files, there are other 

locations on the internet where you can get trace files. My notes document will provide you with 

some other ones. Pcapr.net is a great location because it’s heavily indexed, so you could type in… 

Let’s say you're interested in dhcpv6 traffic… 

 

Pcapr.net


LAURA CHAPPELL: Let’s do a search. OK, there’s dhcpv6: a decline, a confirm, a release, a renew, 

a rebind, a solicit, etc. The nice thing there is that this is so heavily indexed that I can get just the 

packets that I want to get to show to the students. A lot of times, I don’t walk around with certain 

trace file formats. 

Netresec 

LAURA CHAPPELL: Another one would be Netresec. This is an interesting toolset. Many of you are 

aware of NetworkMiner—wow, what a great forensics tool that is! But also, if you go into their 

Resources section, you will see some PCAP files on the internet. They’re pointing you to all 

different locations, and since they primarily work in the area of security, there are lots of locations 

where you have trace files showing breaches or scans or things like that. They have some 

fascinating products also. I think this is an interesting company. 

  



[00:30:30] 

Decryption Tricks 

LAURA CHAPPELL: So, what I want to do now is to do a demonstration for you dealing with 

decryption. If I go out to Wireshark and start a capture… I’m just going to go ahead and start this 

capture, and I don’t need to save that last one. And I’m going to go out to… Let’s go to ESPN… Oh, 

no, let’s pick something different. Let’s say we want to go to Microsoft’s website. I’m going to 

come back over to Wireshark and stop my capture. 

 

LAURA CHAPPELL: I’m going to do a very lazy filter that says frame contains “Microsoft”. I just want 

to know where the beginning of that process was. Since I cleared my DNS cache out before I came 

in here, I know that there should be some DNS queries generated for each of these sites that I go 

to, and that helps me find the beginning. 

 

LAURA CHAPPELL: Well, there it is! I can see there’s a query going out for Microsoft.com. There’s 

an answer coming back. There’s my AAAA request looking for an IPV6 address, which… Wow! Now, 

that surprises me… 



 

LAURA CHAPPELL: Microsoft’s primary website does not support IPV6—it came back with a start-

of-authority response instead of IPV6. OK, now, remember, I’ve got a filter in here, so I’m only 

looking at frames that have the word ‘Microsoft’ in them. I’m not able to see the TCP handshake 

process and things like that, but I can see I just said ‘Microsoft.com’, so I went out to a port 80 

unencrypted. I want to hit Microsoft’s website. I said, “Get me the main page,” and the Microsoft 

website responded and said, “Hey, this has been moved permanently.” 

What it’s doing is it’s redirecting me to a secure connection. So, here’s the location it gives 

me… It says, “Hey, to get to Microsoft.com, you’ve got to go through HTTPS.” This is a redirection 

taking place. 

 

LAURA CHAPPELL: I go out and do a DNS query for Microsoft.com again… I’ve just been redirected. 

There’s the response coming back, and here is the actual connection to the Microsoft website. I’m 

seeing the TLS communications. 



 

LAURA CHAPPELL: I’m going to right mouse click on that client hello and just simply pull out that 

one conversation… 

 

LAURA CHAPPELL: And this is what drives people crazy with analysis, and students just… It’s so 

frustrating because everything we want them to understand on communications, it’s encrypted 

now, so how on earth are they going to understand anything above layer 3, above TCP—and yes, 

they can understand TLS from this, but what if we want them to understand the applications 

running up above? All those apps are now invisible to us because they are encrypted. So, I’m going 

to show you how to get past that. 



Decrypt SSL/TLS Traffic 

[00:33:57] 

 

LAURA CHAPPELL: In the notes document for you, it goes through what I’m demonstrating and the 

sites I’m showing you, but we are on step #6 on the notes document. What I’m going to do is set 

up my Windows system to capture the pre-master secret files on my local system here. The client 

pre-master secret files. Then I’m going to go into Wireshark, and I’m going to point Wireshark to 

the pre-master secret key file, and when I capture traffic, it will show up decrypted. 

 I think that F5 did the best job of providing in one document the instructions on how to set 

this up on a Mac, on a Linux host, and on Windows. This is something that I teach now all students. 

This is actually the first time I’ve taught it in a webinar. I’ve been teaching it in the private class 

and things like that, but it’s trying to get everyone to understand how we do this. You have to 

understand how the apps work. You’ve got to have decryptions set up before you do your capture. 

 So, I am going to set up Wireshark, and we’re going to hit a site. I’m just going to close this 

trace file, and I’m going to clean everything up here. I’m going to set it up on my Windows system. 

I’m going to point Wireshark to my decryption key, and then we’re going to browse a website that 

we know is encrypted. 

 So, the first thing I’m going to do is hit the Start button on Windows, and I’m going to type 

in System Environment Variables… 



 

LAURA CHAPPELL: So, we are configuring our operating system first to save the client pre-master 

key to a file. Then we’re going to point Wireshark to that file to apply decryption. So, in System 

Properties, I’m going to go to the Environment Variables… 

 

LAURA CHAPPELL: Now, this is where we make that decision: Do we want the environment variable 

(the decryption) to be applied for this user only or system wide? Now, I have other accounts that 

can log into this computer, and I don’t want them to be able to do decryption, so my user that I 



log in with is called ‘Lenovo’. Very boring there, I know. I’m going to make it so that, whenever I’m 

logged in using Lenovo, I can decrypt my traffic and see it in Wireshark, but if I log in by somebody 

else, I cannot. 

 

LAURA CHAPPELL: So, we’re going to add an environment variable. I’m going to click New, and I’m 

going to add the environment variable called syskeylogfile, and I’m going to point this to a directory 

on my local system. I know that I have a directory called keys. That’s where I keep all of my RSA 

keys and all of my decryption keys. Instead of browsing to that location, I’m just typing it in. 

 Thank you, Nicole. Nicole just gave all of you the link to download the PDF file. Don’t get 

distracted downloaded that right now because I want you to watch the steps that I do. 

 You need to make sure that you don’t have a typo in here when you put the name of this 

variable. So, it’s sslkeylog, and I’m going to give it a number here because I sometimes will just 

capture the key for this one browsing session and distribute those together, rather than hold one 

master file with all the keys for all my sessions. I really want one for just this session right now, so 

I’m going to call this sslkeylog9.log… 



 

LAURA CHAPPELL: I’m going to add that, and there’s my new environment variable. I’m going to 

say OK, OK. Now I have one more step: I have got to point Wireshark to that log file, so it knows 

how to apply the decryption to my traffic. I’m going to go to Edit > Preferences, and I’m going to 

go under Protocols. 

This is TLS that we’re applying the decryption for, so I’m going to come down here in 

Protocols, and I’m going to down to the TLS Settings, and here we are—there’s TLS right here… 



 

LAURA CHAPPELL: And there’s a section down here where it says Pre-Master Secret Log File Name. 

I’m going to point that to d:\\sslkeylog9.log file. So, the first step is we set up our operating system 

to capture the client pre-master secret log file, and then we set up Wireshark to refer to that, and 

I’m going to say OK. 

 



LAURA CHAPPELL: Now let’s do another browsing session, and let’s go back to Microsoft’s website. 

I’m going to start a capture here, and before I do this, I’m going to close Microsoft’s website. 

Actually, let me stop that capture for a moment because I really want to get rid of all my cache. I 

want to make sure that it loads this website from scratch. 

 

LAURA CHAPPELL: So, I’m going to bring over my Command Prompt. I’m going to clear my ARP 

cache. I’m going to flush the DNS cache. And in my browser, I’m going to go to Options > Privacy 

& Security, and I’m going to clear my website data. I don’t want that Microsoft website loading 

out of cache from my local system. Now I’m ready to go ahead over to Wireshark and start the 

capture process, and I’m going to toggle over and go to Microsoft.com again. 

 



LAURA CHAPPELL: I’m going to toggle back over, and let’s make sure it worked… Frame contains 

‘Microsoft’… Let’s apply this. Oh, it did not work! 

 

LAURA CHAPPELL: My alarm is going off, telling me I need to stop talking soon here. All right, let 

me just check and make sure that I have my log key file created. I’m going to go over to my drive 

really quickly and make sure it created that log file. The only time I’ve seen where it didn’t work is 

usually a typo on my side, or I need to reload the trace file. 

So, I just stop capturing, and I’m going to do a reload process, and we’ll see if that clears 

some of this up. Let me go to my key log… Hang on—I’m just in another window. I was just checking 

my keys file to make sure it created that keys file for me—and that’s the problem. It did not create 

that key log file. I might have put in a different name. 

 



LAURA CHAPPELL: See, it’s always a typo! I’m telling you guys! Let me just pop back over here… 

Environment Variables… And there it is! I just want to move this, so you can see what’s going on 

here. 

 

LAURA CHAPPELL: I expect to see a syskeylog… Oh, that’s why! Typo! Do you see that? I put 

sslkeylog. That’s me—sorry, guys. Well, I don’t want to hide mistakes because with your students, 

you're probably going to hit that, too. I can see that there’s an sslkeylog before. I think I pointed 

to one name, and I typed it in as the other name. Well, I’m going to keep it ssl. I’m going to keep 

it the way it was and check Wireshark. 

 



LAURA CHAPPELL: You can see—it’s got to match, obviously. So, sslkeylog9, OK, OK, OK. Now, I’m 

going to show you a trick here—this is how we quickly get into that TLS settings area. 

 

LAURA CHAPPELL: I’m looking at a TLS packet. Down here, in this detail window, I’m going to right 

mouse click on the TLS section, and I want to go to the Protocol Preferences. We can open it up. 

 



 

LAURA CHAPPELL: And sure enough, I typed it in… See, this is where I always get myself into 

trouble, when I type it in wrong. All right, so I’ve got to make sure it matches. I have it in there as 

sslkeylog9, d:\keys. Yes, yes, yes. OK, I’ll close that out… 

 



LAURA CHAPPELL: That looks like it should match. I’m going to say OK. All right, I’m going to hit a 

site, get rid of this. I’m going to do another capture. If, for some reason, I can’t get this to work, I 

will go back through my settings and get you a video showing you this is the way it is. Sometimes 

it’s true I do have typos. 

 

LAURA CHAPPELL: All right, so there we go… I’m going to come back over here. Let’s hit 

Wireshark.org. All right. Let’s come back over here, and we are going to say frame contains 

‘Wireshark’. There it is, and it is not decrypting… Huh! I’m going to do a conversation filter. 

 

LAURA CHAPPELL: Now, wouldn’t you know it? Right when I’m going to show it, it’s not actually 

functioning for me? That is so weird! I’ve never had it not function properly, so I am going to make 



sure… And if anybody sees that I typo’d on that, do let me know. Let me go down to my TLS settings 

here… 

STEVE WRIGHT: I think it’s kind of refreshing to have an expert like you stumble the same way the 

rest of us do! 

LAURA CHAPPELL: Oh, yeah! 

STEVE WRIGHT: The key learning event sometimes is a typo, you know? And that’s… 

LAURA CHAPPELL: So, what I want to do, though, is I want to go through… I’ve got to make sure 

that we don’t have a bug in Wireshark that’s caused this problem, but I did go through this morning 

before the session, went through it, it decrypted fine, everything worked great, and I didn’t hit this 

issue. Now, I have not tried a #9 in my log file settings. I’ve always stayed with lower, 5 and below. 

That is the first time I’ve gone up to that, and I don’t know if Wireshark may have a bug stopping 

that. 

 But what I would like to do is, if it’s OK with you, Steve and Karen and Nicole, I’m going to 

go through and record this in just a moment and make sure that we don’t have a bug. And if we 

do, I’ll give you the bug number I submit, and then I will send you the instructions and a video that 

you can add as an addendum to showing this process, because I think this process is very important 

for us to show the students how they can see this decryption. 

Sample Decryption System Setup 

[00:45:53] 

LAURA CHAPPELL: Now, I did put together for you a sample of a decryption system setup that has 

been tested and tried. One of the files that will be distributed to you is this TLS decrypt read file 

comments. In here, I’ve given you my sslkeylog4 file, and I’ve given you a stream (an actual trace 

file) on which to point it, just so that… I mean, these are the ones that… Actually, I don’t have to 

record it because you’ve already got the files right here, showing it. 



 

LAURA CHAPPELL: So, this one, right here is one that already has a log, and all you need to do is 

point it to it. Sorry, I have to point it to it. I’m going to be fanatical now about this. How could you 

not function when I need you to? One second. Because I know that you are a little short on time, 

I need to get out here. Let me get to my safe directory—and would you know, I don’t have it 

unzipped. Let me just unzip it here… 

 

LAURA CHAPPELL: There we go. I’m just going to point to it and make sure I really don’t have a bug 

in here. That would be… Oh, come on. Really? There we go. All right, syslogssllog4, I’m going to 

apply it… There it goes! 

 



LAURA CHAPPELL: This is what we should see. When that log file applies, I can tell you you’ll know 

right away, if you hit the Wireshark.org website, it uses HTTP version 2, so you’ll see all this HTTP 

version 2. That’s what it should look like. Again, I’m going to go back and find out why #9 did not 

work on that, but this is what it looks like, and from this point on, you just let the key file sit there 

and accumulate all the client pre-master secrets in there. As you browse around, everything 

should be decrypted at that point. 

Decryption from RSA Key 

[00:48:02] 

LAURA CHAPPELL: I know that we have to finish up, but there’s one other thing that I want to 

mention, and that is decryption from the RSA key. If you go back to the blog, there is a cheat sheet 

that I made for RSA decryption. Now, that means you're getting the key from the server. You're 

going and getting the RSA key from the server, and you’re applying it to the traffic. 



 

LAURA CHAPPELL: So, we can see there’s the Network Forensics Cheat Sheet, and I’m going to 

open it up because, on the back side of that cheat sheet, you have step-by-step instructions on 

RSA decryption. 



 

LAURA CHAPPELL: So, here is the Network Forensics Cheat Sheet, and if you go to the back side of 

it, here is step-by-step instruction on how to use this RSA Snake Oil trace file and apply an RSA key 

to it. 

 



LAURA CHAPPELL: Now, as part of the handouts for this class, I’m providing you with the RSA Snake 

Oil trace file and the key file, so you can play with this and set this up. 

  



[00:49:11] 

Scenarios for Teaching Network Forensics 

LAURA CHAPPELL: OK, ah! There’s so much to go through, and I’m surprised that decryption threw 

me on that one, but there is one more thing I want to mention on the options for teaching in the 

class. There is a really great website out there that has scenarios for teaching network forensic 

investigation. I know that a lot of you probably know about Malware Traffic Analysis by Brad 

Duncan from Palo Alto Networks. He has got great scenarios out there and has some challenges. 

But a lot of people don’t know about DigitalCorpora.org. There is a fabulous one that you 

can get to, which is the Nitroba Harassment case. 

I’ve kind of run out of time to go through that harassment case, but I would tell you that, 

in looking at that case, I would recommend that you do a filter that says frame contains ‘lily’. Look 

at the name of the target for the harassment case and bring up those packets and start looking 

from there. You have some evidence to work from. 

Now, you folks can get the answer sheets to Digital Corpora. I cannot because I am not an 

accredited institution, but you can, and I have the link here for all of you to get your answer sheets 

for all of those wonderful scenarios that they put online. They have host forensics and network 

forensics. 

Then on my notes document, I also have other tools of interest: 

• Nmap – that scans tools 

• Autopsy 

• TraceWrangler 

• Security Onion 

  

https://digitalcorpora.org/


[00:51:06] 

Invitation to CORE-IT (Free Virtual Conference) 

LAURA CHAPPELL: And I do want to finish it up by saying that the creators of these tools are going 

to be online at the CORE-IT conference that we have coming up. So, CORE-IT is a free event. I am 

bringing in so many of my industry friends. I want to invite you. I want you to invite your students 

to come out there. 

There are 30 technical sessions taking place. We are doing open badging for the technology 

that’s being taught in those sessions. 

We have the guy who created NetScanTools, who will be there. We’ve got Mike Kershaw, 

wireless interception guru. We have Andrew Lewman, who created Tor and now does 

investigations on the dark web. Andrew is going to be showing you some really interesting law 

enforcement cases. We have Saka, one of the Wireshark core developers, coming out there as 

well. 

We just opened registration last night, at midnight, so you're the first folks I have told the 

registration link to. We are all going to be live on March 24th, but the event immediately goes into 

on-demand until March 30, and I will be there through the whole time in the chat room, taking 

with people, sharing stories. 



 

LAURA CHAPPELL: And here, one of the things I gave you in the handout also is the virtual event 

center, what’s being covered in each location within the virtual event area. 

 One of the things I want to make sure all your students go and get is the Mentor Manual. 

It sits in the Exhibit Hall in the Student Union booth, and it is advice from my existing peers in the 

industry on what we would have said to ourselves when we first started getting into this industry, 

what skills we would have told ourselves to master, what are the hardest things we’ve gone 

through in the industry, what are the moments that make us wake up and realize that we need to 

change we are working within the industry. So, it’s all these areas of advice from many luminaries 

in the industry to people like me, who just sit and teach protocols and packets. What have I learned 

through my 30-some-odd years? 

 So, I know we’re getting down to the last five minutes. I’m sorry—I always run over! 

STEVE WRIGHT: This is great! Use every minute. Unless we have questions. If anybody has 

questions right now, type them in. If you haven’t already, please do. I think that we’ve got an 

abundance of resources from Laura, and this is terrific. I’m looking forward to that virtual 

conference. So, that’s not a physical location? It’s all virtual, then? 



LAURA CHAPPELL: Yeah. 

STEVE WRIGHT: Are you going to have little avatars walking around or anything like that? Or do 

you skip that stuff? 

LAURA CHAPPELL: You know, we stayed away from that. We wanted to be as streamlined as 

possible for the experience. And because I do traffic analysis, I know what it takes for avatars to 

be moving around on your screen, and we just don’t need that at this time. At some point, we may 

end up being true VR, but we’re not quite at that point. 

STEVE WRIGHT: I think the layout here gives this sense of being in a place. Of course, you click on 

those locations, and I guess you go to a video link or some kind of connection to the actual 

programming—is that how it works? 

LAURA CHAPPELL: Yeah. What happens is you basically enter, and you have a choice of all these 

different locations you can go to on a menu bar. Then, once you click on one… Let’s say you want 

to go to the Exhibit Hall. You click on the Exhibit Hall, and then you're going to basically be looking 

at a room that has all these different booths in it, and you can choose which vendor’s booth you 

want to go up to. Or of course, we have the Student Union booth in there, which is just going to 

be phenomenal with the mentoring taking place in there. 

 But you also have the option of going into the session rooms. When you go into the session 

rooms, once the first day is completed, then all of the sessions are on demand in that room. You 

can skip around to any of the sessions you want to go to. You take a session, and then you can 

click to go to the open-badge quiz center right way, so you can take your quiz on that content and 

achieve your open badge for that session. 

 I think we are giving away 50 open badges during this one week. There are 50 different 

badges that you can achieve, covering everything from, of course, performance, measurements, 

and pen-testing to encrypted DNS and autopsy for host forensics and things like that. So, it’s quite 

a rage! 

STEVE WRIGHT: That’s good. And are these sessions going to be recorded at the virtual event? 



LAURA CHAPPELL: Yes, everything is recorded after day one. For example, the minute my session 

is done at 9 AM on day one, it immediately pops over into on demand. You don’t have to wait for 

processing or anything like that to happen. It is immediate that it shows up as anybody can pop 

over into it and go and see it now. For the rest of the time that it’s open, everything is on demand. 

STEVE WRIGHT: Well, there’s a huge commitment on your part to put this on. I think it’s terrific! 

I’m just kind of curious… I guess the question is, what’s your motivation? What brought this about? 

And why are you doing this particular event? 

LAURA CHAPPELL: A number of factors came in around the same time to make this happen. You 

know, I’ve gone to a lot of the big industry conferences, the Cisco Lives and RSA Conference, and 

number one, they are extremely expensive for the attendees, incredibly expensive for the vendors. 

And at the same time, getting involved in your group and the teachers out there in colleges and 

the professors in colleges and working on a National Science Foundation grant with Anne Baylor 

and listening to the hiring professionals out there and what they say that next generation needs 

to be equipped with to be hired, and then listening to what’s being taught in schools and things 

like that, it was fascinating how much of a push there was towards the core protocols. 

 “Bring us kids that understand the core protocols, how TCP works, and the core products 

and tools out there. Show us how they understand these core tools.” So, we got the idea of, “OK, 

let’s put something on that covers what we believe are the core set of skills, knowledge, and 

abilities that folks need. We’ve got vendors out there and incredible amounts of talent out there 

and teaching these things. Let’s put them together and let’s start reaching out to this next 

generation.” 

 Most of the folks that I hang out with have gray hair, and we need people. I need somebody 

to replace me as a person that travels around the world and analyzes networks and does forensics 

and things like that. We need this next generation to come in and fill our roles, and this is a way to 

reach out, bring them in, and introduce them to all of my friends and mentors in that industry, and 

make sure that we can help them get these core skills while having someone to hold their hand 

through the process and make sure that we can help them get in here. 



STEVE WRIGHT: Well, we’re certainly glad to help you promote this event throughout our system 

as well. I’m sure Nicole and I can find a way. Have we put out that new IT-focused newsletter yet, 

Nicole? Perhaps we could include a blurb and links on this as well, if that’s OK with you, Laura. 

LAURA CHAPPELL: Absolutely! Please. I encourage all of you to invite your students, invite other 

faculty members. We believe we will have between 10,000 and 16,000 people in this event 

through that week, and we really do want a strong student showing. That’s why we’re building the 

Mentor Manual document. 

We’ve got some pretty fascinating characters that are coming in there to just sit around in 

the Student Union booth and answer questions. How did I get into coding? What are the three 

best coding tricks I learned in the industry? What makes me angry when I’m coding, and how do I 

get past that point? What makes me frustrated? We’ve got so many people that are willing to 

mentor and give advice that I think it’s a great opportunity for the next generation to really tie in 

and have an industry mentor that you're connected to on LinkedIn or something. 

STEVE WRIGHT: Yeah, I really appreciate and applaud your purpose and your goals in doing this. 

We’ll help every single way that we can. I’m often greatly humbled by the fact that we have 115 

or whatever community colleges and 2.5 million students, and our biggest challenge is getting the 

word out to all those students about different things that come up. True, some of them are not 

interested in this discipline, obviously, but many are, so we’ll try to use our messaging system to 

get to them the best we can. Thank you very much. 

Any questions for Laura? We’re about three minutes over. I just want to make sure. I’m 

looking at this, and I’m not seeing anything. Basically, what I’m seeing is a lot of chat comments 

saying, “thank you,” “this is fantastic,” “is it recorded?” Yes, yes, yes, it’s recorded, and it will be 

on our website, the transcript, as well as… Oh, with the transcript, people might have a little bit of 

a problem with some of the technical things here, but we will have the video and everything there, 

so it’s a great resource for you. Thank you, everybody, for showing up and enjoying the seminar. 

Thank you, Laura, very much. You’re an excellent presenter. It’s always refreshing and nice 

listening to you. 



LAURA CHAPPELL: Thank you for the opportunity. 

STEVE WRIGHT: With that, we’ll wrap it up. Thank you, everybody. Take care. 

  



Additional Resources 

• Register for upcoming webinars and view past sessions at ICTDMSector.org/educator-

webinars 

• Download the latest version of Wireshark at Wireshark.org 

• Register for the FREE CORE-IT virtual conference (March 24 – 30th) at 

https://engagez.net/coreit1  

• Trace Files 

o Download Laura’s trace files at chappell-university.com 

o Find more trace files at Pcapr.net 

• Resources for teaching network forensics 

o Malware Traffic Analysis 

https://ictdmsector.org/educator-webinars/
https://www.wireshark.org/
https://www.engagez.net/coreit1?snc=221826#lct=entrance
https://www.chappell-university.com/
https://pcapr.net/home
https://www.malware-traffic-analysis.net/

